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Input/Output Interface

CYBAN

CYBAN Industrial Firewall

Alarm Contact Channels
Relay Channels

1 relay output with current carrying capacity of 1 A @ 24 VDC
1

Ethernet Interface

Combo Ports (10/100/1000BaseT(X) or 100/1000BaseSFP+) 5

Standards

IEEE 802.1Q for VLAN Tagging

IEEE 802.3 for 10BaseT

IEEE 802.3ab for 1000BaseT(X)

IEEE 802.3u for 100BaseT(X) and 100BaseFX
IEEE 802.3x for flow control

IEEE 802.3z for 1000BaseSX/LX/LHX/ZX

Ethernet Software Features

Management Back Pressure Flow Control, DHCP, HTTPS, SMTP, SNMPv1/v2c/v3,
Routing Throughput: 40,000 packets per second (max. 500 Mbps)

Routing Redundancy VRRP

Security HTTPS/SSL, SSH, IPsec

Time Management NTP, SNTP

Switch Properties

Max. No. of VLANs

[ 100

DoS and DDoS Protection

Technology

ARP-Flood, FIN Scan, ICMP-Death, NEWWithout-SYN Scan, NMAP-ID Scan, NMAPXmas
Scan, Null Scan, SYN/FIN Scan, SYN/RST Scan, SYN-Flood, Xmas Scan

Firewall

Deep Packet Inspection

Modbus TCP/RTU, OPCDA, OPCUA, Ethernet IP, DNP3, IEC104

Filter

DDoS, Ethernet protocols, ICMP, IP address, MAC address, Ports

Quick Automation Profiles

DNP, EtherCAT, EtherNet/IP, FOUNDATION Fieldbus, FTP, HTTP, IEC 60870-104, IPsec,
L2TP, LonWorks, Modbus TCP, PPTP, PROFINET, RADIUS, SSH, Telnet

Stateful Inspection

Router firewall , Transparent (bridge) firewall

Throughput Max. 40000 packets per second (max. 500 Mbps)
IPsec VPN
Authentication MD5 and SHA (SHA-256) | RSA (key size: 1024-bit, 2048-bit) | X.509 v3 certificate
Concurrent VPN Tunnels Max. 100 IPsec VPN tunnels
Encryption 3DES, AES-128, AES-192, AES-256, DES
Protocols IPsec
Throughput Max. 150 Mbps (Conditions: AES-256, SHA-256)
NAT
Features 1-to-1, N-to-1, Port forwarding

Real-Time Firewall / VPN Event Log

Event Type

Management log, System log, Security protection, Firewall, High Availability

Media

Local storage, SNMP Trap, Syslog server

Serial Interface

Console Port

Web /SSH/CLI, and RS-232 serial console
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